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The importance of security protocols
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Security protocols - a key point of safety
Introduction Used in many areas of computer science

Errors in the protocol’s design can be found
The need of specification and verification of SP

The need of full and formal description of the protocol

Deductive and algorithmic methods of verification



Few words about AVISPA |

@ The verification system AVISPA (Automated Validation of
Internet Security Protocols and Applications) was designed

and implemented as the result of the EU research project
Henryk Piech

@ The AVISPA is composed of four modules:

Introduction

High—Level Protocol Specification Language (HLPSL)

Translator
HLPSL2IF

[ mtermediate Format (IF) |
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On—the—fly | CL-based SAT-based Tree Automata—based
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@ AVISPA detected a number of previously unknown attacks
on some of the protocols analysed, eg on some protocols
of the ISO-PK family, on the IKEv2-DS protocol, and on
the H.530 protocol

Introduction

@ In several cases other verification methods can be more
effective:
Kurkowski, M., Penczek, W.: Verifying Security Protocols
Modeled by Networks of Automata, Fund. Inform., Vol. 79
(3-4), pp. 453-471, 10S Press 2007



Motivation
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@ For convenience
@ To be faster

@ To build a tool base for further research
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Needham-Schroeder protocol and Lowe's atack

Bl  Needham-Schroeder protocol:

Olga a; A — B (Na-i(A)Kg,
Hcll;r:;.:EL;incr_h a2 B - A : <NA : NB>KA7 (1)
a3 A —B: <NB>KB‘

Example of
the security
protocol

Lowe's atack:

ar A = (Na-i(A)k,,

af (A)— B : (Na-i(A)) ks,

a3 B —i(A) : (Na-Ng)k,, (2)
a% v — A (Na-Ng)k,,
o3 A —u: (Ng)k,

a% L(A) — B : <NB>KB-



Basic notations
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' @ P={P1,Ps,...,Ppn,} - a set of the honest participants in
the network,

o P, ={1,u(P1),u(P2),...,t(Pnp)} - a set of the dishonest
participants containing the Intruder and the Intruder
impersonating the participant P; for 1 < i < np,

o I ={i(P1),...,i(Pny), i} - a set of the identifiers of the
participants in the network,

o K=U"{Kp, K;il} U{K,, K1} - a set of the public
and private cryptographic keys (already existing or possible
to be generated) of the participants,

o N= Ull-vz”l{N},i,...,N,@f_V} U{NY, ... NAv} - 3 set of the
nonces

Henryk Piech

Formal model




A set of letters
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Definition

By a set of letters L we mean the smallest set satisfying the
following conditions:

Q@ PUP,UIUKUN CL,
Formal model @ If X, Y €L, then the concatenation X - Y € L,

@ If X eLand K € K, then (X)k € L, (X)k is a ciphertext
consisting of the letter X encrypted with the key K.




The protocol
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Definition
The protocol I is a sequence of steps defined as ordered
five-tuples:

a=(P,Q,M,G,K).

In such step P is the step initiator (sending part), Q - a
message recipient, M - a sent message, G - a set of
information required in order to be generated by P for the
execution of the step a and K is a set of information required
for P in order to send M.

Assume the following notation: if a = (P, Q, M, G, K), then by
Send(a), Rec(a), Mess(«), Gen(a), Know(a)) we mean the
following elements: P, Q, M, G, K.

Formal model
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Many executions

o

1
a2
a3

of

Examples

= (A, B, (Na - i(A)) kg, {Na},{i(A), Na,Kg}),
= (B,A,(Na- Ng)k,: {Ng},{Na, Ng, Ka}),

(A B, < >KB7® {NBvKB})

= (A7 C, (NA : i(A)>KC7 {NA}7 {i(A)7 Na, KC})v
=(C, A, (Na- Nc)ka, {Nc}, {Na, Nc, Ka}),
= (Av C7 <NC>KC’®’ {NCa KC})




Sequence of executions
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Consider the following finite sequence of the execution of the
protocol’s steps: R = a;}l,a}é, a}i, . ,afjs, where in denoting
a step « the superscript indicates the number of execution, and
the subscript indicates the number of the step in the given
execution.

If we consider the two different executions of the same
protocol, which consist of three steps, o}, a3, and

a%,a%,a%, the possible sequence is:

Henryk Piech

Formal model

_ 1 1 2 1 2 2
R = ay, 05, 07, 03, Oy, (3.
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The knowledge of users

Definition
Consider any j =1,...s — 1 for any sequence

_ i o 03 is .
R =ayp,ag,a, ... af . Forevery user p € P we have:

Know!, U Gen(aiﬁl) if p:Send(azj*:l),

Knowl ! = K(Know) U {Mess(azj*:l))}) if p= Resp(

Knowi, othervise.

i:

j+1

Q.
G+1

),




The run
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By the run we call any finite sequence of the steps of protocol’s
executions t = ,af @, ..., af that meets the following
conditions:

Formal model o vj:l,‘..,s[kj = 1 V E|t<j(it = I_/ A kt = k_[ - 1)],
@ Vi, s[Know(ay) C Know " U Gen(ay))]

Send(aj,
J




Types of states
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@ 5; - the execution of i-th step in the j-th execution

Q GAVA - the nonce/key Na generated by user A
() Kﬁ( - user A acquired message X

Q ij - user A has to possess knowledge of element X in
Chains of order to carry out a given step



Chains for NSPK

Chains for SP

La ,
Henryk Piech

(G4, St KEA),

1 Na ~Ng c1 N
a; = (Pg" Gg®,5,K,%),
1 N 1
az = (P,7,53)
Chains of The set of the states preceding the state corresponding with

states

the execution of the steps S will be marked hereinafter by
PreCond(S). Accordingly, by using PostCond(S) we will mark
the set of the states found in the sequence after the state S.



Intruder

Intruder - Dolev-Yao model

@ if Intruder’s knowledge is enough it can execute protocol
Henryk Piech steps as an another participant

@ if Intruder has a right key it can decrypt received ciphers

@ Intruder can use nonces and timestamps many times

Chains of
states



Intruder
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Intruder - Dolev-Yao model

. @ if Intruder’s knowledge is enough it can execute protocol
Henryk Piech steps as an another participant

@ if Intruder has a right key it can decrypt received ciphers

@ Intruder can use nonces and timestamps many times

Attacks
@ attacks for authentication — an attack exists if an
execution of the protocol in which Intruder uses identifiers
of another user (impersonating) is possible

Chains of
states

@ attacks for secrecy

o refflexion attacks
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Example

If the sent message is ciphertext (Na)k, - (Ng) kg, the message
can be composed in five ways. In each case the Intruder can
compose and use during the execution of the protocol the
message:

X1 ={(Na)k, - (NB)Ks},

Xo = {{Na)ks> (NB) ks }.

X3 = {Na, Ka, (NB)ky},

does Xa = {(Na)kn: N, K},

Xs = {Na, Ka, Ng, Kg}.

In each case the Intruder can compose and use during the
execution of the protocol the message (Na)k,, (Ng)ky. The
fact, that from a given set X a message M can be composed,
is denoted by X + M.




Example with intruder
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Corresponding chains for the Lowe’s attack:

“Lamch,
Henryk Piech Oz% _ (GAVA75117KLNA)7
a% _ (PL(NA.NB>KA7521’KAVB)
Oé:l:’ == (P//4V575?}’KLNB)7
Chains of
a? = (P, S2 KM,
03 = (Pl Gle, 53, KMy,

O‘% = ('DLNBvs’a%)'



A correct chain of states
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Definition
e e We call the sequence of the protocol’s states: s = s1,5,... a
correct chain of states iff the following conditions holds:

Q ifs;= SJ-k for some j, k then j =1V J;(s; = Sjk_l) and
PreCond(Sjk) C{s1,...,si—1} A PostCond(Sjk) C
{SH—la .. .},

Q ifs;= Gl)f, then Vii(s: # Gl)f)

Q ifs;= Pfj, then J;<i(sy = fo V s = Kff)

The method




The method

Chains for SP

Protocol
specification
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Parser

PathFinder

The method

Output
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AVISPA VerlCS Chains
Protocol EnT (ms) SolT (ms) EnT (ms) SolT (ms) EnT (ms) SolT (ms)
NSPK 90 < 10 <1 36 <1 <1
NSPK owe 90 < 10 <1 960 <1 <1
UnT_WMF NA NA <1 32 <1 <1

Experimental
results
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Experimental results

VerlCS
Protocol automata | variables [ clauses [ time (ms) chains | time (ms)
NSPK 32 5226 15124 36 36 <1
NSPK Lowe 32 9723 28171 960 36 <1
UnT_WMF 20 4331 11432 32 22 <1
DY 35 6153 17735 41 24 <1
TMN 24 4821 12533 32 40 <1




Conclusions
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Our approach is simple and convenient
Henryk Piech

The method has been implemented

The obtained results are very promising

A research on further optimization of the method and its
implementation, as well as its application for other
protocols is in progress

@ The adaptation of the method for time dependent
protocols has been planned

Conclusions
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